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ABSTRACT: With technology scaling, burst errors or clustered errors are becoming
increasingly common in different types of memories. Multiple bit upsets due to particle
strikes, write disturbance errors, and magnetic field coupling are a few of the mechanisms
which cause clustered errors. In this project, A new class of single burst error correcting
codes are presented which correct a single burst of any size bwithin a codeword. A code
construction methodology is presented which enables us to construct the proposed scheme
from existing codes, e.g.,Hamming codes. A new single step decoding methodology for the
proposed class of codes is also presented which enables faster decoding. Different code
constructions using Hamming codes, and BCH codes have been presented in this project and
a comparison is made with existing schemes in terms of decoding complexity and data
redundancy. The proposed scheme in all cases reduce the decoder complexity for little to no
increase in data redundancy, specifically for higher burst error sizes. In this project, A new
class of single burst error correcting codes are presented with a parallel decoding scheme.
The proposed parallel decoding scheme enables high speed decoding. This is particularly
useful for memories whose performance is sensitive to read or access latencies. A new
construction methodology is presented which enables the proposed codes to be derived from
already existing codes so that a single burst error can be corrected.

1.INTRODUCTION

Technology scaling has been leading to
smaller and smaller device geometries
over the years. This has given rise to a host
of different problems with both the
established memory technologies as well
as the newer forms of emerging memory
technologies. One such form of error is a
burst error which is becoming more and
more prevalent in several types of
memories due to shrinking feature size.
Consider the case of static random-access
memory (SRAM). Soft errors caused by
radiation poses a significant reliability
concern for SRAMs [1]. With technology
scaling, the susceptibility of SRAMs to
soft-errors has significantly increased as
well [2]. In current nano scale technology
nodes, device geometries are small, and
with technology scaling, devices are

getting smaller. Thus, a particle strike
might affect more than one cell causing a
multiple bit upset (MBU) [3]. The smaller
the device geometries, the larger the
number of cells that are affected by a
single particle strike. A b-bit burst error
caused by such a particle strike can cause
multiple bits to be flipped within the b-bit
burst window.

Dynamic random-access memory
(DRAM) also suffers from a similar
problem [4]. The problem arises due to the
small physical dimensions brought about
by technology scaling. Although it enables
to increase the memory capacity of a chip,
it also enables the ease with which near-by
or adjacent DRAM cells interact with each
other. Thus, accessing a memory cell
causes a disturbance in the neighboring
memory cells causing their charge to leak
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into the cell or away from it. With enough
accesses, it is possible to flip the
neighboring cell’s currently held value.
Thus, at any given point a memory access
can potentially cause a single b-bit burst
error in the vicinity of the cell being
accessed, where bis the size of the burst.
The underlying principle of error
correcting codes addressing these issues is
that the codes should be able to correct a
single burst of error. It is possible that not
all bits or symbols change within the burst
window b. Thus, codes aimed towards
addressing these issues should be able to
correct all possible error combinations
within a b-bit burst window regardless of
the position of burst error.

In this project, a new class of single burst
error correcting codes is presented with a
parallel decoding scheme. The proposed
parallel decoding scheme enables high
speed decoding. This is particularly useful
for memories whose performance is
sensitive to read or access latencies. A new
construction methodology is presented
which enables the proposed codes to be
derived from already existing codes so that
a single burst error can be corrected.
Preliminary results for the proposed
scheme were presented in [5] and [6]. A
key feature of the proposed class of codes
is that it leads to significant reduction in
area of the decoding circuit specifically as
the burst size being corrected b increases.

2.LITERATURE SURVEY

Soft errors in advanced computer systems
by R. Baumann,

As the dimensions and operating voltages
of computer electronics shrink to satisfy
consumers' insatiable demand for higher
density, greater functionality, and lower
power  consumption,  sensitivity  to
radiation increases dramatically. In
terrestrial applications, the predominant
radiation issue is the soft error, whereby a
single radiation event causes a data bit
stored in a device to be corrupted until
new data is written to that device. This
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article comprehensively analyzes soft-error
sensitivity in modern systems and shows it
to be application dependent. The
discussion covers ground-level radiation
mechanisms that have the most serious
impact on circuit operation along with the
effect of technology scaling on soft-error
rates in memory and logic.

Flipping bits in memory without accessing
them: An experimental study of DRAM
disturbance errors by Yoongu Kim; Ross
Daly; Jeremie Kim; Chris Fallin; Ji Hye
Lee; Donghyuk Lee

Memory isolation is a key property of a
reliable and secure computing system-an
access to one memory address should not
have unintended side effects on data stored
in other addresses. However, as DRAM
process technology scales down to smaller
dimensions, it becomes more difficult to
prevent DRAM cells from electrically
interacting with each other. In this paper,
we expose the vulnerability of commodity
DRAM chips to disturbance errors. By
reading from the same address in DRAM,
we show that it is possible to corrupt data
in nearby addresses. More specifically,
activating the same row in DRAM
corrupts data in nearby rows. We
demonstrate this phenomenon on Intel and
AMD systems using a malicious program
that generates many DRAM accesses. We
induce errors in most DRAM modules
(110 out of 129) from three major DRAM
manufacturers. From this we conclude that
many deployed systems are likely to be at
risk. We identify the root cause of
disturbance errors as the repeated toggling
of a DRAM row's wordline, which stresses
inter-cell coupling effects that accelerate
charge leakage from nearby rows. We
provide an extensive characterization
study of disturbance errors and their
behavior using an FPGA-based testing
platform. Among our key findings, we
show that (i) it takes as few as 139K
accesses to induce an error and (ii) up to
one in every 1.7K cells is susceptible to
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errors. After examining various potential
ways of addressing the problem, we
propose a low-overhead solution to
prevent the errors.

Systematic  b-adjacent symbol error
correcting reed-solomon codes with
parallel decoding by Abhishek Das; Nur
A. Touba

With technology scaling, the probability of
write disturbances affecting neighboring
memory cells in nonvolatile memories is
increasing. Multilevel cell (MLC) phase
change memories (PCM) specifically
suffer from such errors which affects
multiple adjacent memory cells. Reed
Solomon (RS) codes offer good error
protection since they can correct multi-bit
symbols at a time. But beyond single
symbol error correction, the decoding
complexity as well as the decoding latency
is very high. This paper proposes a
systematic  b-adjacent symbol error
correcting code based on Reed-Solomon
codes with a low latency and low
complexity parallel one step decoding
scheme. A general code construction
methodology 1s presented which can
correct any errors within b-adjacent
symbols. The proposed codes are
compared to existing adjacent symbol
error correcting Reed-Solomon codes, and
it is shown that the proposed codes achieve
better decoder latency. The proposed
codes are also shown to achieve much
better redundancy compared to symbol
error correcting orthogonal Latin square
(OLS) codes.

Siva Sreeramdas, S.Asif Hussain and
“Dr.M.N.Giri Prasad proposed on Secure
Transmission for Nano-Memories using
EG-LDPC”

Memory cells have been protected from
soft errors for more than a decade; due to
the increase in soft error rate in logic
circuits, the encoder and decoder circuitry
around the memory blocks have become
susceptible to soft errors as well and must
also be protected. Here introducing a new
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approach to design faultsecure encoder and
decoder circuitry for memory designs. The
key novel contribution of this paper is
identifying and defining a new class of
error-correcting codes whose redundancy
makes the design of fault-secure detectors
(FSD) particularly simple and further
quantify the importance of protecting
encoder and decoder circuitry against
transient errors. By using that Euclidean
Geometry Low-Density Parity-Check (EG-
LDPC) codes have the fault-secure
detector capability. Using some of the
smaller EG LDPC codes, can tolerate bit
or nanowire defect rates of 10% and fault
rates of 10-18 upsets/device/cycle,
achieving a FIT rate at or below one for
the entire memory system and a memory
density of 1011 bit/cm2 with nanowire
pitch of 10nm for memory blocks of 10
Mb or larger. Larger EG-LDPC codes can
achieve even higher reliability and lower
area overhead.

3.EXISTING METHOD

OLS codes are based on the concept of
Latin squares. A Latin square of size m is
an m x m matrix that has permutations of
the digits 0, 1,..., m — 1 in both its rows
and columns. Two Latin squares are
orthogonal if when they are superimposed
every ordered pair of elements appears
only once. OLS codes are derived from
OLS. These codes have k = m2 data bits
and 2tm check bits, where ¢ is the number
of errors that the code can correct. For a
double error correction code ¢t = 2, and,
therefore, 4m check bits, are used. As
mentioned in the introduction, one
advantage of OLS codes is that their
construction is modular. This means that to
obtain a code that can correct ¢t +1 errors,
simply 2m check bits are added to the code
that can correct ¢ errors. This can be useful
to implement adaptive error correction
schemes. The modular property also
enables the selection of the error
correction capability for a given word size.
As mentioned before, OLS codes can be
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decoded using OS-MLD as each data bit
participates in exactly 2¢ check bits and
each other bit participates in at most one of
those check bits. This enables a simple
correction when the number of bits in error
is t or less. The 2r check bits are
recomputed and a majority vote is taken. If
a value of one is obtained, the bit is in
error and must be corrected. Otherwise the
bit is correct. As long as the number of
errors is ¢ or less, the remaining ¢t —1 errors
can, in the worst case, affect + —1 check
bits.
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10000001001010111000100
010000001 01101100100010
001000000100010011010071
H=1000100010010001010110060
0000100010011 1100001100
000001001000110001010071
0000001001001 00T0TTTO0T11
Parity check matrix for OLS code with k

=16andr=1.

(1) Therefore, still a majority of ¢ + 1
triggers the correction of an erroneous bit.
In any case, the decoding starts by
recomputing the parity check bits and
checking against the stored parity check
bits. The parity check matrix H for OLS
codes is constructed from the OLS. As an
example, the matrix for a code with k = 16
and 8 check bits that can correct single
errors is shown in Fig. 1. The modular
construction of OLS codes this matrix
forms part of the H matrix for codes that
can correct more errors. For example, to
obtain a code that can correct two errors,
eight additional rows are added to the H
matrix. For an arbitrary value of k = m2,
the H matrix for a SEC OLS code is
constructed as follows:

M,
H = fzm
M»>

where I2m is the identity matrix of size 2m
and M1, M2 are matrices of size m x m2.
The matrix M1 has m ones in each row.
For the r th row, the ones are at positions

r—-Dxm+1,r—Dxm+2,..(r—-1)x
m+m—1, (r—1) x m+ m. The matrix M2
is constructed as follows:

M2 =[ImIm...Im].

(2)

For m = 4, the matrices M1 and M2 can be
clearly observed in Fig. 1. The encoding
matrix G is just the H matrix on which the
check bits are removed

G = [M : ]

M>
.3
In summary, the encoder takes k = m2 data
bits (di ) and computes 2tm parity check
bits (ci ) using a matrix G, which is
derived from Latin squares and has the
following properties.
1) Each data bit participates exactly in 2¢
parity checks.
2) A pair of data bits participates (both
bits) in at most one of the parity checks.
These properties are used in the next
section to discuss the proposed technique.

4.IMPLEMENTATION OF
PROPOSED
ARCHITECTURE

In coding theory, burst error-correcting
codes employ methods of correcting burst
errors, which are errors that occur in many
consecutive bits rather than occurring in
bits independently of each other.

Many codes have been designed to correct
random errors. Sometimes, however,
channels may introduce errors which are
localized in a short interval. Such errors
occur in a burst (called burst errors)
because they occur in many consecutive
bits. Examples of burst errors can be found
extensively in storage mediums. These
errors may be due to physical damage such
as scratch on a disc or a stroke of lightning
in case of wireless channels. They are not
independent; they tend to be spatially
concentrated. If one bit has an error, it is
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likely that the adjacent bits could also be
corrupted. The methods used to correct
random errors are inefficient to correct
burst errors.

Cyclic codes are defined as follows: think
of the q symbols as elements in fq. Now,
we can think of words as polynomials over
fq where the individual symbols of a word
correspond to the different coefficients of
the polynomial. To define a cyclic code,
we pick a fixed polynomial, called
generator polynomial. The code words of
this cyclic code are all the polynomials
that are divisible by this generator
polynomial.

The key idea of the proposed class of
codes is to use identity submatrices in the
upper portion of the parity check matrix so
that the burst error magnitudes or error
pattern can be directly computed from the
syndrome bits or symbols itself. The lower
portion of the parity check matrix is then
constructed using a base code so that the
following conditions are satisfied.

1. All b-adjacent syndromes generated by
XORing b-adjacent columns should be

unique.
2. All syndromes for all possible
combinations of columns within b-

adjacent columns should be unique.

3. If multiples of a column are used to
XOR instead of the original column in the
above two cases, all syndromes thus
generated should be unique.

Condition 1 ensures that no b-adjacent
errors are mis-corrected. Condition 2
ensures that any number of errors within
the b-adjacent columns are not mis
corrected. The unique syndromes exactly
identify which b-adjacent columns contain
the errors. For non-binary codes like Reed-
Solomon codes which correct on a symbol
basis, each column can also have different
multiples. These multiples can be
identified from the upper b-rows of the
parity check matrix. But to avoid mis-
correction for different magnitudes of
errors, condition 3 needs to be satisfied as
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well. Thus, the lower part of the parity
check matrix is constructed in such a
manner that all the conditions are satisfied.
Also, an identity sub matrix of size atleast
bis appended at the end of the parity check
matrix. If a rx r identity sub matrix is used
instead of a bx b, then the code is
systematic by design. The general
structure of a systematic parity check
matrix, also called the H-matrix, of the
proposed scheme .

Fig 4.1 General Structure of a systematic
parity check matrix of the proposed
scheme.

The parity check matrix of the proposed
scheme is similar to the codes in [23] and
Fire codes [24]with the upper portion
being identity matrices. The key difference
in the construction of the proposed codes
is that the above-mentioned codes use
GF(2b) symbols. Thus, each identity sub-
matrix has an element from GF(2b) as its
correspond-ing lower sub-matrix. The
proposed scheme instead uses an
algorithmic construction based on certain
conditions to construct the final parity
check matrix using other existing codes,

BCH codes.

ENCODING PROCEDURE

For a systematic code, the encoding
procedure is a few XOR operations of the
message bits or symbols which is then
appended to the original message to form
the code-word. If a code is non-systematic,
then apart from the original encoding
procedure of the base code used to
construct the code, a few XOR operations
are additionally required to compute the
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parity check bits or symbols related to the
upper portion of the parity check matrix.
These parity check bits or symbols can
either be append-ed at the end of the
codeword or they can be stored separately
in a given word. If stored separately, they
are here-by called as Separate Parity. The
two different forms of parity storage have
been shown in Fig. 2.

b e [ e | [ we

Fig. 2. (a) ECC bits stored alongside data
bits. (b) ECC bits stored sepa-rately in
memory (Separate Parity).

DECODING PROCEDURE

The general decoding procedure involves
the two pro-cedures of computing the error
pattern and the error locations. For the
case of the proposed scheme, the first step
is to compute the syndromes using the
parity check matrix. The syndrome is
computed by multiplying the parity check
matrix with the received codeword. This is
a simple XOR operation between all the
data bits or symbols which have a
corresponding 1 in the parity check matrix
on a per row basis. The structure of the
parity check matrix of the proposed
scheme is such that the error pattern is
directly represented by the upper b
syndrome bits or symbols, where b is the
size of the burst error being corrected. The
rest of the syndrome bits or symbols are
then used to compute the location of the
burst error.

Consider a codeword of length n, c= (c0,
cl, ... cn-1), with the information length
being k and number of check bits or
symbols being r. Thus, the codeword
length nis given by n= k+ r. The H-matrix
is a matrix of r rows and n columns. The
total number of syndrome bits or symbols
is also given by r. Thus, the syndrome bits
are computed by multiplying the H-matrix
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with the received codeword as shown in
equation (1). The multiplication operation
is simply an AND operation in case of
binary bits. For non-binary m-bit symbols,
multiplication is done over GF(2m). The
addition operation is a XOR operation for
both binary and non-binary cases.

So Co
h - Rgp-
Sl = ?JD 0;‘:’! . Cl
’ h.. oo ho . :
Sr—l r—10 r—-1n—-1 cn—l

(1

Next, we consider a burst error of size b
starting from location iin the codeword.
The error vector represents all the bits or
symbols in the codeword that have
changed. Thus, the error vector can be
given by e= (0, 0, ... ei, ei+1, ... ei+b-1,
0, ... 0). If we add the error vector to the
received codeword, we get the original
codeword back. If the received codeword
is error free, the error vector is all zeros.
Correspondingly, for a non-erroneous
codeword, all the syndrome bits or
symbols are also zero. Thus, computing
the syndrome from an erroneous codeword
is equivalent to computing the syndrome
bits or symbols from its error vector. Also,
let x= imod b. The computed syndrome
bits or symbols whena codeword with
error vector eis multi-plied by the
proposed H-matrix is given by equation
(2).

For simplicity we assume iis a multiple of
b. Then (S0, S1, ..., Sb-1) = (ei, ei+1, ...,
ei+b-1). Also, for simplicity we consider
the binary case with k data bits and r check
bits. As can be seen from the computed
syndrome bits, the error pattern is directly
represented by the upper b syndrome bits.
The lower (r-b) syndrome bits is a function
of both the individual error magnitudes as
well as the particular row of the H-matrix.
Now we know, that for a burst error
starting from location i, the error
magnitudes are equal to the upper b
syndrome bits. Therefore, for the locations
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that are in error i.e. ito i+b-1, equation
(3)is satisfied. For all other locations,
equation (3)is not true. Thus, the error
location computation is done on a group of
b bits and for exactly the group of bits in
error, equation (3)is satisfied. This is the
basis for the proposed decoding procedure.
The decoding works by considering each
group of b-adjacent columns as a single
large symbol and decoding on a per
symbol basis. Any data bit di then is part
of b symbols of b-bit each. An example
has been shown for a 4-bit burst error
correcting code in Fig. 3, the data but diis
part of 4-bit symbols Bi-3, Bi-2, Bi-land
Bi. A b-bit burst error simply means an
error in one of the b-bit symbols, and thus
can be computed through equation (3). If
for any of the b-bit symbols that the data
bit is a part of equation (3) is satisfied, that
means the data bit is in error. The error
pattern of the data bit is simply the
syndrome value So where o is the row
amongst the upper b-rows for which the
corresponding column is a 1. Thus, the
location of error for any data bit is the
AND of all b-bit symbols of which it is a
part. A data bit will not be in error only if
it does not satisfy equation (3) for all b-bit
symbols of which it is a part.
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S.SIMULATION RESULT:

Fig 5.1 Simulation Result

Fig 5.1show the simulation result of
proposed system. Where we can detect the
error and correct the error

6.CONCLUSION AND
FUTURE SCOPE

This paper presents a new class of single
burst error correcting codes with parallel

5 €i4((b-x)mod b) decoding. This class of codes are
5 it((b-x+1)mod b) constructed by augmenting the parity
: : check matrix of existing codes. A new

S e, decoding methodology is also presented
* _ which enables a one-step decoding logic

S+ — e‘ffl enabling fast parallel decoding. These
: : codes are particularly useful for memories

Sp-1 €i((b-x-1)mod b) whose performance is sensitive to access
latencies. Comparisons with existin

Slb gt + +Ihb'b_lgi+b'l schemes show tlll)at the proposed class og’gf

St/ by 0+ By o1t

Slg + hB.USﬂ + hﬂ.l‘gl +t h,glb_le_l =0
Vh<p<(r-1)

codes achieve significant reduction in
decoder area especially for high burst sizes
with minimal addition to data redundancy.
The results show that the proposed scheme
also achieves better decoder latency
compared to existing schemes for higher
burst sizes.
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Existing schemes can address smaller
burst sizes much more efficiently than the
proposed scheme. But with technology
scaling as the number of bits that can flip
due to a burst error increases, the proposed
scheme provides an efficient solution in
terms of decoder area and latency to
correct the higher size burst error while
enabling better throughput. Thus, as the
dominant types of soft-errors are shifting
with technology scaling towards localized
clustered errors for different memory
types, the proposed class of codes provides
an efficient low complexity mechanism to
tolerate such errors without any significant
addition to data redundancy.
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