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Abstract - A MANET is a self configurable wireless ad-hoc
network inwhichnode mobility exists. Due to this flexibility many
security threats can occur in the routing. So, in order to
address this, the performance of IDS should be improvised. In
this paper, a methodology is proposed based on Machine
Learning(ML) algorithm in terms of accuracy and detection
rate for IDS improvisation for TORA routing protocol.

Key Words: MANET, Support Vector Machine, Intrusion
Detection System, TORA (Temporally Ordered Routing
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1.INTRODUCTION

IDS is to detect the attack before the malicious node(s)
causes security threat to the network.t looks into
monitoring, detecting and notifying aspects. The Blackhole
attack is the most affected type on MANETSs. Usage of an
anomaly IDS protects the network from Black hole attack
with the help of Machine Learning algorithm ,SVM

1.1 Malicious Node(s) causing Black hole attack
in TORA Routing Protocol.

Black hole attack is one of the major attacks in MANETS.
Malicious Node(s) causing this attack on MANET security
has the data viz.Source node, Destination node and
Neighbouring node. The source node sends a QRY (Query
Packet) to its neighbouring nodes to search for the route
destination. However, black hole node sends a fake route
reply to the source node resulting packet loss which will
degrade the performance of the network. In order to
prevent this, the performance of the IDS should be
improvised with machine learning algorithm by detecting
the malicious node(s) .
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Fig(1) : Malicious Node Causing Black hole Attack
2. RELATED WORK

Kwan Hui Lim et.al Proposed two modifications to
improve TORA using a network localization approach and
selective node participation approach. The network
localization approach initializes and maintains a localized
portion of the entire network while the selective node
participation approach selects a subset of nodes to
participate as part of the network

Pooja Rani et.al In this paper, the protection against dual
attacks has been presented for BHA and GHA by using the
concept of Artificial Neural Network (ANN) as a deep
learning algorithm along with the swarm-based Artificial
Bee Colony (ABC) optimization technique. The
performance of the system has been increased by the
selection of appropriate and best nodes for data packets
transmission

Shweta Pandey et.al The proposed approach uses the
Artificial neural network (ANN) and the Support Vector
Machine (SVM) for thediscovery of the black hole attacksin
the network. The results are carried out between the black
hole AODV and the security mechanism that was
provided as the Secure AODV (SAODV) ,shows an
improvement viz. energy consumption of 54.72%,
throughput of 88.68kbps, packet delivery ratio of 92.91%
, E to E delay of about 37.27ms

Indira N et.al Proposed Anomaly based intrusion
detection technique using the SOM classification method
provides higher detection rate than other anomaly
detection method. As anomaly-based intrusion detection
techniques are based on statistical data they can result in
false positive identification of normal pattern as an
attack. This false identification of benign behavior as
abnormal can result in isolation of non-malicious node as
malicious, thus may result in partitioning of the network

Sankaranarayanan.S et. al proposed RSA algorithm in
intrusion detection system in MANET. It successfully
identifies the malicious node(s) and results show that
secure IDS method improvises packet deliver ratio in
presence of malicious node(s).

Sujithra L et. al In this paper ,the approach improves the
conservation of energy in heterogenous network and also
reduces the active time of IDS running in the nodes. In
order to achieve this, proabilistic approach is
implemented, here optimal proabilistic of nodeisto be set,
thus decreases active time of IDS in each node and
conserves the energy of the node , hence increases the
network lifetime significantly.
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Step-i) Network Simulation

Parameter Value
Simulator Ns-2.35
Simulation Time 50 Sec
3.PROPOSED METHODOLOGY Area 100071000 m
Node Energy 70 Joules
Nodes in the MANETS share the wireless medium and the No. Of Nodes 10
topology of the network changes erratically and No. Of Malicious Nodes 4,589
dynamically. Research in a MANET gets tremendous MAC Specification 802.11
attention because of its eminent characteristics like Packet Size 1000
instant infrastructure, easy deployment in hostile terrain Routing Protocol TORA
where geographical conditions are not suitable viz. an
earthquake, battlefield. MANET can be build anytime and Table(1): Simulation Environment
anywhere. Since the nodes are mobile, the network ) )
topology varies rapidly. The remarkable advantages of In the present work, Mobile Ad-hoc network(MANETS) is
MANETs such as multi hop, infrastructureless simulated in NS2 with 20 nodes as shownin fig(3).
transmission etc., makes it as a best medium to networks.
Though MANETs have surplus things, they have some Ao NMsE Setaa

Sirtal e s e

security issues that will cause severe damages and loss in
network. Random linking of mobile nodes leads to add
malicious nodes in the network accidentally. To suspect
and detect the malicious activity inthe network, Intrusion
Detection System (IDS) is implemented to analyze the
behaviour of the neighbourhood nodes. To improve the
anomaly based intrusion detectionsystem in MANETSs a
Machine Learning approach,Support Vector Machine is
taken into consideration.

Network Simulation

Data Collection

Training &Data Testing Fig(3):Malicious Nodes causing Black hole attack
| simulation in NS-2.35 for TORA
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Support Vector Machine Step-ii) Data Collection

After simulation, a trace file is generated from NS2 which
will be an input for .CSV file. The output of trace file and
input of .csv fileare shownin Fig(4) and Fig(5) respectively.
Generally, trace file has more number of attributes
however,if the number of received packets are more than the
number of dropped packets such kind of attributes have
been selected as an input for .csv file

Fig(2) : Flow Chart for the proposed methodology

A three step method is followed for the analysis-
i) Network Simulation
ii) Data collection

iii) Model Training & Data Testing.

Fig(4): Trace file generated from Black hole attack
simulation
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1 |Mode X N Energy  PktDrop
2 1 165 253 49.38353 o . .
3 s s e asams 0 In the present paper, the dataset obtained from NS2 is fed
: T | R v B into SVM algorithm. The Malicious Node(s) causing black
G 3o mm o hole attack is detected in terms of accuracy and confusion
E 3 s e s 0 matrix. The outputisshown in Fig (9).
El 3 125 261 48,9361 a
10 3 125 261 48.9609 o
11 3 125 261 48.8616 a
12 3 125 261 48.8084 o
13 3 125 261 4R.7338 o
14 3 125 261 487011 0
15 3 125 261 4R.6513 o e
16 3 125 261 486088 0 X
17 3 125 261 48,5389 o
13 3 125 261 48,5873 0 .
13 3 125 261 48,4467 o .‘.‘
20 3 125 261 48,4352 0
21 3 125 261 48,382 o
22 3 125 261 48,3587 0
23 3 125 261 481983 o
24 3 125 261 481556 0
25 3 125 261 48.1457 a
PR ior_TORA ¥
Fig(5): Dataset generated from Trace file in.csv format
Step-iii) Model Training & Data Testing

Fig(6): SVM Classification
In the present work SVM algorithm was used to train and

testthe data
SVM (Support Vector Machine)

The primary aim of support vector machine(SVM)
is to separate the normal and abnormal (i.e.malicious €5 C b wemmpns “ae
nodes) nodes by choosing the best estimated 0 T B e N A 610
hyperplane. Itis selected insuch away that the distance o o '
from the hyperplane to the nearest node on each side

is maximized.

Algorithm-
i) Initialize Vector vand b to 0 o ' ETLCT

ii)Dataset D = (x4, y1), ..., (Xn, yn) ,where x, y are labeled
samples

L

iii) Train SVM to learn decision function ] o
Fig(7): Data Samplingin SVM
iv) For each sample of D do

Classify xi using decision function f (xi)

v)If (function margin < 1) then Calculate w’, b" for = o Bomslh e ;00
given data 2
vi) Add sample example to known data g e : sisRBgE
vii)Use Eq. (w) =%"w" 2 for reducing errors o
viii) Use Eq. f{x) = sign (W'x! + b) to predict.
ix) If (prediction is correct) then e Y
Do it Again : -;:A' s 0 e i &
x)Else Fig(8): Data Preprocessingin SVM
Train SVM Again
Endif
Endif

xi)Classify xi as benign or malicious
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Fig(9): Confusion Matrix and Accuracy Score

From SVM Algorithm ,it is observed that an accuracy of
82.3and the confusion matrix showing less false positive
rate
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Residual Energy without Malicious
Nodes
_ Residual Energy with Malicious Nodes

Fig(10): Residual Energy

4.CONCLUSION

From above results it is concluded that the adopted
approach by SVM gives accuracy and detection rate, so that
malicious node(s) can be isolated from the MANET and the
performance of IDS can be improvised.
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