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ABSTRACT 

 Network security management is one of the most topical concerns of information security (IS) in 

modern enterprises. Due to great variety and increasing complexity of network security systems 

(NSSs) there is a challenge to manage them in accordance with IS policies. Incorrect 

configurations of NSSs lead to outages and appearance of vulnerabilities in networks. Moreover, 

policy management is a time and resource consuming process, which takes significant amount of 

manual work. The paper discusses issues of policy management process in its application for 

NSSs and describes a policy model aimed to facilitate the process by means of specification of IS 

policies independently on platforms of NSSs, selection of the most effective NSSs aligned with 

the policies, and implementation of the policies in configurations of the NSSs. 

 Keywords: Information Security Policy, Policy Management Process, Network Security 

System, Finite Automaton, Algebra. 

 

1 INTRODUCTION  

Network security in most enterprises relies 

on such network security systems (NSSs) as 

firewalls and intrusion detection/prevention 

systems (IDS/IPS) [1]. However, 

management of NSSs faces challenges tied 

with time-consuming manual processes, lack 

of visibility in information security (IS) 

policies and configuration errors, which lead 

to network outages and appearance of 

vulnerabilities [2]. For instance, a policy 

(hereafter “policy” means “IS policy”) for 

Check Point or Cisco firewalls may consist 

of thousands of rules and such complexity of 

policies is the main cause of configuration 

errors [3,4]. Thus, on the one hand,  

 

 

increasing number of NSSs and their 

increasing functionality allow to counter 

more threats and reduce IS risks as a result. 

On the other hand, complexity of NSSs’ 
management leads to new risks and time-

consuming processes, which reduce overall 

efficiency of NSSs utilization. Therefore, 

policy management process for NSSs needs 

simplification in order to reduce probability 

of errors and efforts on time-consuming 

tasks. A formal approach to policy modeling 

presented in the paper is aimed to facilitate 

the process by means of specification of 

policies independently on platforms of 

NSSs, selection of the most effective NSSs, 
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and translation of the specified policies into 

configurations of the NSSs. The 

contributions of the paper are (a) a policy 

model for NSSs based on a finite automaton 

representation of an NSS, (b) an approach to 

classification of NSSs and selection of the 

most effective NSS, and (c) a policy algebra 

based on the model. 

2 RELATED WORK 

 Models of policy management process are 

presented in [5, 6, 7, and 8]. All the models 

consider policy management as iterative 

process and include similar operations. The 

most detailed description of policy 

management process is presented in [5] and 

from the standpoint of NSSs management 

the following operations of the process are 

important. During Policy Assessment step a 

request for initial policy creation or update 

of the existing one is evaluated in order to 

identify policy conflicts and effects. The 

requested change should be made in the 

framework of existing IS maintenance 

system (ISMS includes IS management 

system and security tools and measures). 

Identification of IS threats for assets and a 

list of appropriate options of NSSs that 

counter the threats, payroll and non-payroll 

cost of the options as well as determination 

of options priority are included in Risk 

Assessment step. Creation of new policies or 

update of existing ones proceeds during 

Policy Development step. 

 Requirements for ISMS are derived upon 

Requirements Definition step in order to 

assure that it is aligned with new policies. In 

the course of Controls Definition step the 

requirements to ISMS are transformed into a 

selection of the best options of NSSs and 

requirements to them. Upon Controls 

Implementation step the NSSs are installed 

and configured in accordance with the 

policies. Compliance and audit checks 

carried out during Monitor Operations step 

in order to ensure that ISMS functions in 

alignment with the policies. Review Trends 

and Manage Events step includes 

identification of events and trends (internal 

and external in relation to an enterprise) that 

may indicate a need to make changes in the 

policies. Further, during the step possible 

changes are evaluated against any 

appropriate criteria in order to make sure 

that the changes are essential and escalated 

to the beginning of the process [5]. In 

addition, if during Policy Assessment, Risk 

Assessment or Policy Development steps it 

is identified that some policies are not 

needed any more, and then they must be 

retired [7]. Note that policy management 

process is iterative due to continuous 

changes in technologies, business 

environment and legal requirements [8]. 

The research works on network security 

analysis and policy specifications can be 

broadly classified into three categories: (a) 

firewall analysis algorithms and tools; (b) 

security policy specification languages; and 

(c) network security analysis using formal 

approaches. However, none of these 

addresses the issue of hidden access path 

analysis which is germane to the topic of 

this paper. Though the present work focuses 

on formal approach, a brief overview of all 

the categories has been presented in this 

section. Existing literatures on firewall 

analysis primarily concentrate on 

inconsistency and redundancy checks but 
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most of the works are not formally verified. 

Tools that allow user queries for the purpose 

of firewall analysis and management include 

Firmato [1] and Lumeta [2]. These tools can 

specify an abstract network access control 

policy and firewall rules that satisfy that 

policy but lacks in incorporating temporal 

constraints and hidden rule analysis. Uribe 

and Cheung [3] have implemented an expert 

system for inconsistency detection. AlShaer 

and Hamed [4] worked on the Firewall 

Policy Advisor. But both of these tools can 

handle a specific set of problems and simple 

set of policy constraints. Liu et al. [6] 

proposed algorithms specialized for finding 

redundancies. The work of Guttmann et al. 

[12] focuses on high level modeling of 

firewall and network configurations that 

satisfy a given policy but the policy 

specifications are more general. 

3. CONCEPTS OF NETWORK 

SECURITY 

This chapter discusses security policies in 

the context of requirements for information 

security and the circumstances in which 

those requirements must be met, examines 

common principles of management control, 

and reviews typical system vulnerabilities, 

in order to motivate consideration of the 

specific sorts of security mechanisms that 

can be built into computer systems—to 

complement nontechnical management 

controls and thus implement policy—and to 

stress the significance of establishing GSSP. 

Additional information on privacy issues 

and detailing the results of an informal 

survey of commercial security officers is 

provided in the two chapter appendixes. 

Organizations and people that use computers 

can describe their needs for information 

security and trust in systems in terms of 

three major requirements: 

 Confidentiality: controlling who gets 

to read information; 

 Integrity: assuring that information 

and programs are changed only in a 

specified and authorized manner; and 

 Availability: assuring that authorized 

users have continued access to 

information and resources. 

These three requirements may be 

emphasized differently in various 

applications. For a national defense system, 

the chief concern may be ensuring the 

confidentiality of classified information, 

whereas a funds transfer system may require 

strong integrity controls. The requirements 

for applications that are connected to 

external systems will differ from those for 

applications without such interconnection. 

Thus the specific requirements and controls 

for information security can vary.The 

framework within which an organization 

strives to meet its needs for information 

security is codified as security policy. 

A security policy is a concise statement, by 

those responsible for a system (e.g., senior 

management), of information values, 

protection responsibilities, and 

organizational commitment. One can 

implement that policy by taking specific 

actions guided by management control 

principles and utilizing specific security 

standards, procedures, and mechanisms. 

Conversely, the selection of standards, 
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procedures, and mechanisms should be 

guided by policy to be most effective. 

To be useful, a security policy must not only 

state the security need (e.g., for 

confidentiality—that data shall be disclosed 

only to authorized individuals), but also 

address the range of circumstances under 

which that need must be met and the 

associated operating standards. Without this 

second part, a security policy is so general 

as to be useless (although the second part 

may be realized through procedures and 

standards set to implement the policy). In 

any particular circumstance, some threats 

are more probable than others, and a prudent 

policy setter must assess the threats, assign a 

level of concern to each, and state a policy 

in terms of which threats are to be resisted. 

For example, until recently most policies for 

security did not require that security needs 

be met in the face of a virus attack, because 

that form of attack was uncommon and not 

widely understood. As viruses have 

escalated from a hypothetical to a 

commonplace threat, it has become 

necessary to rethink such policies in regard 

to methods of distribution and acquisition of 

software. Implicit in this process is 

management's choice of a level of residual 

risk that it will live with, a level that varies 

among organizations. 

Management controls are the mechanisms 

and techniques—administrative, procedural, 

and technical—those are instituted to 

implement a security policy. Some 

management controls are explicitly 

concerned with protecting information and 

information systems, but the concept of 

management controls includes much more 

than a computer's specific role in enforcing 

security. Note that management controls not 

only are used by managers, but also may be 

exercised by users. An effective program of 

management controls is needed to cover all 

aspects of information security, including 

physical security, classification of 

information, the means of recovering from 

breaches of security, and above all training 

to instill awareness and acceptance by 

people. There are trade-offs among controls. 

For example, if technical controls are not 

available, then procedural controls might be 

used until a technical solution is found. 

4. A POLICY MODE 

l A system is called an NSS if it is intended 

to directly or indirectly secure information 

transferable through an enterprise’s network. 

Assume that function of an NSS is to form 

any output in accordance with a policy by 

means of processing of network traffic that 

comes to its input. In the general case an 

output of an NSS is network traffic or 

messages such as log entries and alerts that 

sent to other systems or IS administrator’s 

console. 

Let 𝑃 be a set of all possible policies that 

NSSs can implement. Actually, 𝑃 consists of 

sequences of symbols that form commands 

for different NSSs. If any NSS uses GUI 

instead of CLI, its policy can be expressed 

as a text string. For instance, the first rule of 

Check Point firewall policy shown on Fig. 1 

can be written as “N=1 Source=Any 

Destination=Web-Server Service=Any …” 

or in any other way that reflects semantics of 

the rule. Also, the set 𝑃 includes the empty 

sequence 𝜀. Let 𝑇 be a set of network traffic, 
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where 𝑡 ∈ 𝑇 is a network packet (i.e., a 

sequence of bits), or the empty sequence 𝜀, 

which means absence of traffic. Consider an 

NSS as a finite automaton: 

 
where 𝑇 × 𝑃 is an input alphabet, 𝑆 is a 

finite set of internal states of NSS, 𝑇 × 𝑀 is 

an output alphabet, 𝛿: 𝑇 × 𝑃 × 𝑆 → 𝑆 is a 

state-transformation function and 𝑓: 𝑇 × 𝑃 × 𝑆 → 𝑇 × 𝑀 is an output function, 𝑀 is a set 

of output messages, which also includes 𝜀 

(similar to the case of the set 𝑇). An NSS 

functions in discrete time 𝜏 and transforms 

an input traffic (𝜏) ∈ 𝑇 into an output traffic 𝑡′(𝜏) ∈ 𝑇 in accordance with a policy 𝑝(𝜏) ∈ 𝑃. An NSS changes its internal state (𝜏) ∈ 𝑆 

into state (𝜏 + 1) ∈ 𝑆 while it functions (Fig. 

2). The set 𝑆 can include such parameters as 

time, number and sequence of packets in a 

session and other parameters essential to 

model stateful analysis of a network traffic. 

Such NSS as a stateless packet filter can be 

considered as an NSS with one state, i.e., |𝑆| 

= 1. 

Assume that every policy 𝑝 ∈ 𝑃 is 

represented as a triple of the following finite 

vectors: 

 𝑥⃗  = (𝑥⃗1 , 𝑥⃗2 , … ) is an input vector, 
describing an input traffic of an NSS, 

where 𝑥⃗𝑖 ∈ 𝑋𝑖 , while 𝑋𝑖 is a set of 

parameters of any homogenous 

nature (for instance, 𝑋𝑖 can be a set 

of IP addresses, protocols, port 

numbers or any other attribute of a 

network traffic); 

 𝑦⃗  = (𝑦⃗1 , 𝑦⃗2 , … ) is an output 
vector, describing an output traffic 

and/or messages generated by an 

NSS, were 𝑦⃗𝑖 ∈ 𝑌𝑖 while 𝑌𝑖 is a set 

of parameters of output network 

traffic of any homogenous nature 

(similar to the case of the input 

vector) or a set of parameters of the 

messages;  

 𝑧⃗  = (𝑧⃗1 , 𝑧⃗2 , … ) is a state vector, 
describing an internal state of an 

NSS. For instance, 𝑧⃗𝑖 ∈ 𝑍𝑖 can be a 

system time of an NSS. 

 
when considering Check Point firewall 

policy (Fig. 1) and network address 

translation (NAT) policy (Fig. 3), the NSSs 

can be decomposed to simple NSSs that 

implement single rules. Fig. 4 shows an 

example of the composite NSS that 

implements mentioned firewall and NAT 

policies. Note that the latter rule of the 

firewall policy in Fig. 1 is not presented in 

Fig.4 because each simple NSS 𝐹𝑓𝑤 blocks 

by default any traffic that does not match its 

policy (i.e., it outputs the empty sequence 𝜀).  

In contrast with firewall policies, NAT 

policy accepts any traffic by default, 

therefore an additional simple NSS 𝐹𝑛𝑎𝑡 
with the default policy (which accepts all 

traffic that does not match the other NAT 

rules) is introduced into the model in Fig. 4. 
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Note also that state blocks 𝑆 (shown in Fig. 

2) of each simple NSS are not depicted in 

Fig. 4 for the sake of compactness. Two 

simple NSSs 𝐹1(𝐷𝑒𝑓(𝑝𝑔𝑒𝑛1)), 𝐹2(𝐷𝑒𝑓(𝑝𝑔𝑒𝑛2)) ∈ ℱ𝑠 are called equivalent 

if and only if they produce equal outputs for 

equal inputs while implementing policies: 

 
where 𝑠1 and 𝑠2 are initial states of 𝐹1 and 𝐹2 respectively, 𝑇 ∗ is a set of finite 

sequences of network packets, 𝑓1 ∗ and 𝑓2 ∗ 

are extensions of 𝑓1 and 𝑓2 to 𝑇 ∗ . By this 

equivalence relation the set of simple NSSs 

partitioned to equivalence classes. All 

simple NSSs inside any equivalence class 

produce equal outputs while implementing 

respective policies and processing network 

traffic. However, their policies from the 

syntax point of view can be different. In 

order to demonstrate the equivalence of 

NSSs consider Check Point and Cisco 

firewalls along with the following policy: 

“Hosts from the network 192.168.1.0/24 are 

allowed to establish connections to 80 TCP-

port on server 10.1.1.10. Connection 

attempts must be logged”. Note that the 

policy consists of two parts: authorization 

(allows connections to the server) and 

obligation (requires logging of connection 

attempts). Each of two selected NSSs are 

able to implement the policy. It can be 

represented in Check Point as shown in Fig. 

5. In order to implement the policy in Cisco 

it is necessary to add one rule to an access-

list (for instance, access-list 101): 

 
5. SECURITY POLICY 

SPECIFICATION MODEL 

The security policy of a network defines a 

set of parameterized functional rules on flow 

of packets between different zones in the 

network. Complexity of the security policy 

depends on the size of the network, number 

of controlling parameters and dependency 

amongst the rules. The specification 

language must be expressive enough to 

represent complex security constraints of the 

network correctly. In the following section, 

the various constructs of the proposed 

security policy specification language, SPSL 

are described. 
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Figure 6.A Typical Enterprise Network. 

5.1Security Policy Specification Language 

(SPSL)  

A policy specification language, SPSL 

(Security Policy Specification Language), 

has been proposed to model the network 

topology and the policy rules in an 

enterprise. The main constructs of the policy 

specification language can be classified as: 

 (1) Network topology specification and  

(2) Network services and policy rule 

specification. 

 The SPSL allows specifying explicit 

“permit" and “deny" service access rules 

across the network zones.  

1) Network Topology specification: 

The proposed SPSL language has the 

following constructs to describe the 

network topology. 

 Zone: A zone is a logical unit consisting 

of workstations, servers or other systems 

in the network, usually refers to a 

particular section of an organization. It is 

represented by IP address block(s). 

Further, a zone can be partitioned into 

multiple disjoint sub-zones. Few such 

zone definitions (refer figure 1 are given 

in the following example.  

 

Example 1: 

 Zone ZONE_11 [10.0.0.0-10.0.255.255];  

Zone ZONE_12 [10.1.0.0-10.1.255.255];  

Zone ZONE_1 [ZONE_11, ZONE_12]; 

 Router: A router is interconnecting Layer-3 

switch for connecting various sub-networks. 

A router can connect multiple network 

zones. It consists of set of interfaces. 

 Interface: An interface is the connecting 

link between a zone and a router or multiple 

routers. Each interface is identified by an 

unique IP address 

6.A POLICY ALGEBRA 

 All NSSs inside any equivalence class 

produce equal outputs while implementing 

policies. However, in the general case their 

policies from the syntax point of view are 

different. As can be seen from the above 

examples, Check Point does not use CLI and 

it is not possible to compare its policy with 

the analogue in Cisco from the syntax point 

of view; however, the policies have equal 

semantics. Thus, in the general case there 

are multiple policies that describe the same 

simple NSS inside an equivalence class. In 

order to reduce redundancy of policies for 

NSSs the set of simple policies 𝑃𝑠 needs to 

be substituted for a set of simple unified 

policies 𝑃𝑢 and |𝑃𝑢| must be minimal. 

Consequently, only one generalized policy 

needs to be assigned for every single 

equivalence class. In other words, if the set ℱ𝑠 consists of 𝑁 classes then it is required to 

have 𝑁 generalized policies in order to 

specify policies for all NSSs. 

Let 𝛺 = {𝑆, 𝛷, 𝜎} be a many-sorted 

signature, where 𝑆 = {𝑠𝑡 , 𝑠𝑚, 𝑠1 , 𝑠2 , … , 𝑠𝑙 } is a set of sorts while 𝑠𝑡 and 𝑠𝑚 are 

sorts of network traffic and messages 
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respectively, 𝛷 = {+,𝜑1 , … ,𝜑𝑁} is a set of 

functional symbols, 𝜎(𝜑𝑖 ) =< 𝑠𝑡 , 𝑠𝑖1 , … , 𝑠𝑖𝑘, 𝑠𝑚, 𝑠𝑡 > is a sort function that defines 

sorts of arguments 𝑠𝑡 , 𝑠𝑖1 , 𝑠𝑖2 , … , 𝑠𝑖𝑘 

and sorts of values 𝑠𝑚, 𝑠𝑡 for every 

functional symbol 𝜑𝑖 ∈ 𝛷. In addition, 

suppose that (+) =<  , 𝑠𝑡 , 𝑠𝑡 >, i.e., function 

“+” has two arguments of the sort of 

network traffic and a value of the same sort 

(two examples of the function are shown in 

Fig. 4). 

 Let 𝑉 = 𝑉𝑠𝑡 ∪ 𝑉𝑠𝑚 ∪ 𝑉𝑠1 ∪ … ∪ 𝑉𝑠𝑙 be a 

set of variables, where 𝑉𝑠𝑖 is a set of 

variables of a certain sort 𝑠𝑖 ∈ 𝑆. Suppose 

that 𝛩 is the set of 𝛺-terms that is 

recursively defined as follows: 

 any variable 𝑉𝑠𝑖 is a 𝛺-term 𝜃𝑠𝑖 of 

the sort 𝑠𝑖 ;  
 any finite expression 𝜑𝑖(𝜃𝑠𝑡 , 𝜃𝑠𝑖1 , 𝜃𝑠𝑖2 , … , 𝜃𝑠𝑖𝑘, 𝜃𝑠𝑚 , 𝜃𝑠𝑡 ) such 

that 𝜎(𝜑𝑖 ) =< 𝑠𝑡 , 𝑠𝑖1 , 𝑠𝑖2 , … , 𝑠𝑖𝑘, 𝑠𝑚, 𝑠𝑡 > is a 𝛺-term of the sort 𝑠𝑡 , 
where 𝜃𝑠𝑡 , 𝜃𝑠𝑚 and 𝜃𝑠𝑖𝑗 are any 

variables of corresponding sorts 𝑠𝑡 , 𝑠𝑚 and 𝑠𝑖𝑗. 
Suppose that any 𝑠𝑖 ∈ 𝑆 is a name of a 

certain parameter of generalized policy, any 𝜑𝑖 ∈ 𝛷 is a designation of a certain 

equivalence class of NSSs, then (𝜃𝑠𝑡 , 𝜃𝑠𝑖1 , 𝜃𝑠𝑖2 , … , 𝜃𝑠𝑖𝑘, 𝜃𝑠𝑚 , 𝜃𝑠𝑡 ) is a 

representation of the output function of an 

NSS from equivalence class designated by 𝜑𝑖 that includes representation of respective 

simple policy. By construction, 𝛩 includes 

representations of all generalized policies 

for simple and composite NSSs. For 

instance, the NSS shown in Fig. 4 can be 

represented as follows: 

 
where 𝐹𝑓𝑤 and 𝐹𝑛𝑎𝑡 are designations of 

equivalence classes; 𝑝𝑖 , 𝑛𝑎𝑡𝑗 , 𝑑𝑒𝑓𝑎𝑢𝑙𝑡, and 𝑠 are collections of parameters of respective 

policies and states (parameters of policies 

consist of input, output and state vectors). 

Note that notations +(𝜃𝑠𝑡 , 𝜃𝑠𝑡 ) and 𝜃𝑠𝑡 + 𝜃𝑠𝑡 are equivalent. Let (𝐴,) be a many-

sorted algebra, where 𝐴 is a carrier set of the 

algebra and 𝐼 is an interpretation of the 

signature 𝛺. For every sort 𝑠𝑖 ∈ 𝑆 the 

interpretation associates a subset 𝐴𝑠𝑖 ⊆ 𝐴 

and for every functional symbol 𝜑𝑖 ∈ 𝛷 it 

associates the function: 𝐴𝑠𝑡 × 𝐴𝑠𝑖1 × 𝐴𝑠𝑖2 × 𝐴𝑠𝑖𝑘 → 𝐴𝑠𝑚 × 𝐴𝑠𝑡 that defines the output 

function of an NSS of the respective 

equivalence class  . Thus, the algebra 

models all definite policies for simple NSSs 

of each equivalence class as well as definite 

policies for composite NSSs. In order to 

translate the policies into the native policy 

formats of concrete NSSs’ platforms 

described many-sorted algebra can be 

represented as a formal language with a 

generative grammar 𝐺 = (𝒯, 𝒩, 𝒮, 𝑅), where 𝒯 is a terminal vocabulary that reflects 

carrier set 𝐴, 𝒩 is a non-terminal 

vocabulary that includes terms, 𝒮 ∈ 𝒩 is a 

starting non-terminal symbol of every 

policy, and 𝑅 is a set productions. 

Representation of the policies in the form of 

a formal language allows application of the 

existing parsing algorithms. 

7. CONCLUSION  

The approach to policy modeling presented 

in the paper is based on finite automaton 

model of an NSS. Decomposition of an NSS 
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to simple NSSs and their classification 

facilitates composition of policies and 

selection of the most effective NSSs aligned 

with them. Policies are considered 

independently on platforms of NSSs and can 

be specified identically for equivalent NSSs. 

Application of translation methods for 

unified policies allows implementation of 

policies in concrete NSSs platforms. The 

future challenge for the approach is 

development of derivation method from 

RBAC policies into described NSSs policies 

and building of conflict resolution methods. 

Construction of an algorithm for 

classification of NSSs is also a future work. 
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