International Journal For Recent
Developments in Science & Technology

B
g™ Crossref

BOTNET REVEALING BY CONSUMING DATA MINING

TECHNIQUES IN CLOUD SYSTEM

1*S. NAGENDRA PRABHU, 2S. SHANTHI & 3 V. CHANDRASEKAR

1%2&3 Professor, Department of CSE, Malla Reddy College of Engineering and Technology,
Dhulapally, Secunderabad, India — 500100.
1snagendraprabhu@gmail.com, Zshanu_shivak@yahoo.com, } drchandru86@gmail.com

Abstract

Botnets are a noteworthy risk of the present Internet. Understanding the novel age of botnets
for alleviating this risk. These days, botnet traffic is blended with an immense volume of kind
traffic because of practically universal rapid systems. It is most risky and boundless among
all dangers in the present digital world. It is essentially gathering of bargained PCs associated
by means of web, for the most part the defenseless has, are remotely gotten to and
constrained by botmaster to convey different system dangers and noxious exercises. which
incorporates, spamming, click extortion, ID robbery, secondary passage section, satirizing
and phishing. Such networks can be monitored using IP but their forensic analysis form the
major computational bottleneck. We propose in this paper. Data mining algorithms
calculations enable us to robotize distinguishing qualities from substantial measure of
information by apriori algorithm and it tends to be affirmed by adjusted the k means
algorithm by using ecludiean distance. Recently malicious botnets evolve into HTTP botnets
out of typical IRC botnets. We report experimental results highlight the performance benefits
when traces from an Internet operator.
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I. INTRODUCTION
Cloud administrations allude to the

discovers that he has over estimated his
needs and has thus over provisioned cloud

provisioning of equipment and
programming assets over the Web [1].
Cloud Service Providers (CSP) normally
offer both refined software services, such
as databases and raw compute resources,
such as storage or processing power.
Clients frequently utilize these
administrations following a compensation
of pay-as-you-go model. Using Cloud
services, companies can choose to, in
effect, rent computer resources, rather than
to invest in them outright, also providing
elasticity of computing resources. For
instance, if a cloud service customer

services, he can scale down the size of his
cloud. The reverse is also true, if a
customer finds that he has under-
provisioned cloud services, he can scale up
the size of his cloud with little effort.
There are a growing number of CSPs
including Microsoft, Google and Amazon
Web Services (AWS). AWS is currently
the largest one. AWS offers a web
interface for human access, as well a
scriptable, Java-based Application
Programming  Interface  (API) for
automated access.The assaults in Web and
their assortment have incredibly expanded
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prompting the rise of resistance systems
including firewalls, IDS (Intrusion
Detection System), antivirus software...
However, recent studies have shown that
new attacks are hard to detect [3], [4]. In
this manner, crime scene investigation is
required for understanding these assaults
and estimating their effects. This is useful
to recuperate the framework back to a
protected state and counter them later on.
From a system perspective, assaults are
increasingly appropriated. Botnets are a
standout amongst the most real risk [5] and
have evolved from a centralized model
towards a decentralized, highly scalable
architecture [6] based on peer to- peer
networks [7]. Thus, recognition and
forensics analysis have to be shifted from
edges to the core of the network, i.e., the
operators (Internet Service Providers -
ISP). However, the ISPs have to deal with
a huge volume of traffic although fast and
efficient analysis is required. Many
forensic tools still rely on manual analysis
[8]. Hence, new assisted approaches have
appeared relying on host dependencies [3],
profiling host behaviors [9] or using deep
packet inspection [10]. Due to scalability
issues in high speed networks, common
solutions exclude that and focus
exclusively on Netflow [11] data. This is
an aggregated view of the network traffic
excluding content and, thus, avoid many
privacy issues which have to be considered
in forensic analysis [9]. Therefore, we
propose to detect new generation of
botnets from large dataset of Netflow data,
such as those gathered by each individual
operator. A botnet description is given in
section II. Our approach is described in III.
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Section IV explains the flow model and
the algorithms. Section V is the
experimental evaluation. Section
Conclusion and future work are included
in section VI.

IL. RELATED WORK

In spite of having a noteworthy
increment in research on botnets as of late,
not very many outcomes have been
received and executed in genuine system
situations [8]. Among the current botnet
identification frameworks actualized for
genuine system condition we have some
notable mark based methods [9]-[11].
Signature based detection prompts precise
discovery of bots through examination of
each byte in the parcel with that of known
mark database. Notwithstanding, signature
based identification can just distinguish
known botnets. All the more critically,
signature based location framework may
miss similar bots with slightly different
signature.
Another pioneering research group in the
field of botnet that implemented in real
network scenarios is the Honeynet project
[12]. However, honeynets are found to be
mostly useful in understanding botnet
technology and characteristics, but do not
necessarily detect bot infection [13], [14].
Many researchers have proposed botnet
detection techniques using anomalies [15]-
[17] that show up in the network because
of botnet infection. In anomaly based
detection approaches, the main idea is to
detect botnets based on various anomalies
observed in network traffic, such as, high
traffic volume, high network latency,
traffic on unusual ports, unusual system
behavior etc. However, botnet detection
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solely based on anomalies may not be
useful always for several reasons. First,
anomalies may not always be prominent to
indicate a botnet attack, particularly during
early phase of infection. Second, it
requires continuous monitoring of the
network. Problems faced in traditional
ways of botnet detection, hasmotivated
many researcher to try with automated and
more reliable approaches. In Ref. [18], a
data mining based framework called
BotMiner detects bots through cross
cluster correlation of similar
communication pattern termed as C-plane
and similar malicious activity patterns
termed as A-plane. But, unlike A-Plane in
BotMiner which involves noisy activities
of bot in the network, CluSiBotHealer
strives on detection of bots in its most
silent state. Another data mining based
approach, in Ref. [3], relies on application
of few selected machine learning
algorithms for detection of P2P bots. The
result obtained is based on training of
these algorithms using three hypotheses.

CluSiBotHealer is a purely clustering
based approach and using it we achieve far
better accuracy. Ref. [19] proposed a
machine learning based botnet detection
approach using flow characteristics of IRC
botnets. CluSiBotHealer uses packet and
flow characteristics of P2P botnets and
uses clustering unlike supervised methods
used in [19]. In a recent work,
conversation based P2P botnet detection
“PeerShark” [20] has been proposed.
PeerShark is a Port oblivious and Protocol
oblivious technique that uses supervised
learning algorithms. On the other hand
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CluSiBotHealer is highly dependent on
identification of flows [5-tuple similarity]
because in our view for identification of

command-response pattern of
communication.
III.SYSTEM OVERVIEW

Distributed computing Today, putting
away extensive volumes of information is
conceivable yet examining them is as yet
an issue. For our situation, 720 millions
netflow records (77GB) covering just 23
hours were ollected from a noteworthy
Web  administrator in  Luxembourg.
Henceforth, dispersed registering may be
the main suitable arrangement. The
fundamental thought of distributed
computing is to give a basic interface to
customers who would prefer not to oversee
equipment related subtleties, for example,
the asset portions. The distributed
computing administration means to be
truly versatile and on interest without long
deferrals: figuring force ought to be
accessible promptly. To sum things up, it
very well may be viewed as a deliberation
layer taking advantage of ongoing
virtualization results so as to give a
straightforward method to conclusive
clients to run assignments requiring
concentrated processing and capacity. The
popularity of such services is highlighted
for instance by Amazon EC2 [16] which
also introduces a new economic model
where a cluster of machines can be easily
rented. In this way, individuals or
companies can take advantage of
distributed computing without a huge
financial investment.
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botnet architecture

Botnets are typically comprised of between several hundred to several million laptops or desktop PCs scattered around the word

SPREADS AND

OPERATES
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CYBER ATTACKER COMMAND & CONTROL SERVERS BOTNET
Mlicitlyinsta are The heart of the botner, servers Anetwork
thatsec 15 execute the various commands controlled
computers to the botnet and processes.

Hackers infect

» Infects email, websites

» Controls infected computers to steal fund:
teinformation, send spam, hostand
dhitribut Pralvate, atack other computers

Fig :1 Typical Botnet Architecture

A. BOTNETS

A botnet is a system of bargained has
(bots) which are constrained by an
assailant additionally called the botmaster.
The botmaster sends bearings through a
C&C (Command and Control) channel.
Cloud  organizations  suggest  the
provisioning of hardware and
programming resources over the Web [2].
Consistently offer both refined
programming administrations, for
example, databases and crude figure
assets, for example, stockpiling or
handling power. Clients frequently utilize
these  administrations  following a
compensation as-you-go model. Using
Cloud services, companies can choose to,
in effect, rent computer resources, rather
than to invest in them outright, also
providing  elasticity of  computing
resources. For instance, if a cloud service
customer discovers that he has over
estimated his needs and has thus over
provisioned cloud services, he can scale
down the size of his cloud. The reverse is
also true, if a customer finds that he has
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under-provisioned cloud services, he can
scale up the size of his cloud with little
effort. There are a growing number of
CSPs including Microsoft, Google and
Amazon Web Services (AWS). AWS is
currently the largest one. AWS offers a
web interface for human access, as well a
scriptable, Java-based Application
Programming  Interface  (API)  for
automated access.

B. Malware Assaults

Common attacks launched by botnets
include (1) launching Distributed Denial of
Service (DDoS) attacks, (2) sending spam
email and spreading malware, (3) stealing
private information and (4) performing
click fraud. DDoS attacks are used to
overload a target’s servers so that
legitimate traffic can no longer access
them. This is achieved by simultaneously
flooding a target domain with requests
until the response time to load a webpage
is longer than a legitimate user is willing
to wait. Thus, the system appears to have
crashed. In some cases, just the threat of a
DDoS attack is often enough for criminals
to extort money from businesses. Another
common use of botnets is the sending of
spam and malware. It is estimated that
more than 97% of all email is unsolicited,
bulk email (also known as spam) and the
majority is generated by botnets. E-mail
containing spam messages or malicious
attachments can be sent from an infected
machine using either a user’s personal
account or their Internet Service Provider’s
(ISP) e-mail server. If each single machine
sends only 10 such messages per day, the
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massive size of most botnets can thus send
millions of spam messages each day.

Private data is stolen from bot
contaminated PCs utilizing keyloggers or
making occasional screen  captures
Keyloggers  catch  passwords  and
usernames right now that these are gone
into a secured site, for example, an
individual email site. Also, a bot can
distinguish and duplicate delicate money
related  information, for  example,
Mastercard data. Snap misrepresentation
can be utilized to assault various focuses
for various reasons. An ordinary utilization
of snap extortion is to deliberately tap on
promotions from pay-perclick suppliers,
for example, Google or Adsense. There are
two general inspirations for this sort of
misrepresentation: inflationary and
focused. Inflationary snap
misrepresentation is when aggressors can
win cash by tapping on commercials they
themselves are facilitating. The
compensation per-click suppliers at that
point charge the focused on organization
for these snaps and pass this cash on to the
individuals who really have the
promotions, for this situation the

aggressors.
]
TE
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&
C&C Server and Receiver

Clouds
Botmaster

Fig. 2. A Bot assaults
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C. BOT
TECHNIQUES

REVEALING

Botnet discovery procedures proceed
to improve and the cost of Cloud
administrations keeps on dropping,
botmasters will move their exercises to the
Cloud. Be that as it may, most current
botnet identification strategies won't
effectively port to the Cloud. The CSP is
in the best position to identify botclouds
and ought to be in charge of keeping up
interruption  identification systems to
distinguish approaching assaults (as they
do now) yet in addition active assaults.
The CSPs has unlimited authority of the
Cloud and in this way full oversight of any
bot mists they recognize. As a rule, the
CSP is in a superior position to distinguish
assaults superior to different on-screen
characters. For example, an expulsion
discovery  framework intended to
recognize click extortion could be sent
over all hubs under the control of a solitary
CSP. To accomplish a similar inclusion
outside of the Cloud would require various
Internet Service Providers (ISP) to execute
and arrange a similar framework. To
accomplish a similar inclusion outside of
the Cloud would require numerous Internet
Service Providers (ISP) to actualize and
arrange a similar framework.

Similarly as with the compensation
per-click suppliers referenced prior, CSPs,
don't as of now have a solid impetus to
screen all clients from the time they begin
utilizing Cloud administrations. For
whatever length of time that the client
pays, they can utilize the administration.
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Also, dissecting all cordial traffic costs
time and assets. For whatever length of
time that CPSs keep on making a move to
close down malignant clients simply
sometime later (for example after the
assault has been completed), Cloud based
assaults will increment. The fundamental
techniques for customary botnet discovery
are honeypots and
identification. Honeypots are unprotected
PCs that are deliberately (permitted to be)
contaminated by botnets. Specialists watch

interruption

the bots to find out about the remainder of
the system, including its conduct, structure
and characters of its individuals. With this
data, they can take countermeasures
against the remainder of the system.
Interruption recognition is the way toward
observing a host or arrange and
investigating the approaching system
traffic. Traffic can be broke down for
known botnet action or for general
suspicious oddities. DNS following is a
kind of interruption location that
investigates DNS inquiries among bots and
their server. As most bots should initially
contact a server (or super-peer) to join the
system, analysts search for these messages
to realize which PCs are contaminated. For
example, if a specific IRC server is known,
analysts can break down system traffic for
DNS inquiries to this server. This uncovers
which PCs are tainted. This additionally
works the other way, if a PC is known to
be tainted (for example utilizing a
honeypot), scientists can look for DNS
inquiries to the server, in this way
realizing where the server is found. When
taken in, the location of the server can be
added to open DNS boycotts (DNSBL).
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Inquiries to boycotted addresses are
blocked, along these lines keeping new
from joining the botnet.

D. MALICIOUS
DETECTOR

This part is to distinguish malignant
action created by bot ace. Information
digging system is utilized for removing
suspicious action. Apriori is a notable
calculation for affiliation rule find. The
Apriori can be utilized to identify the

ACTIVITY

affiliation rule for the bot net discovery. It
was intended to distinguish critical
relationship of set of things for extricating
standards of things with high help (a
fraction of the subset of items). The
support is useful feature for detecting all
possible  behaviours among servers.
However, since Apriori deals with subset
of events without considering the order of
events, it has high false positive ratio. For
instance, a sequence of events x and then y
is equivalent to one of y and x in Apriori.
The detected patterns in Apriori contain
some false coordination that two
independent servers happened to work at
almost same time by chance. Hence, its
confidence is not so high. So, Timestamp
is used to find order of event for frequent
pattern set generated by Apriori.
Apriori Algorithm

Apriori is a classic algorithm to
generate association rules. Apriori is
designed to operate on databases
containing transactions. It is common in
association rule mining, given a set of item
sets, the algorithm attempts to find subsets
which are common to at least minimum
number candidates of the item sets. The
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algorithm terminates when no further
successful extensions are found.
Apriori Algorithm Pseudocode

procedure Apriori (T, minSupport) { /T is

the database and minSupport is the

minimum support

L1= {frequent items};

for (k= 2; Lk-1 !'=0; k++) {

Ck= candidates generated from Lk-1

//that is cartesian product Lk-1 x Lk-1 and

eliminating any k-1 size item set that is not

//frequent

for each operation t in database do{

#increment the count of all candidates in

Ck that are contained in t

Lk = candidates in Ck with minSupport

}H/end for each

Hlend for

return ;

}

Apriori Concepts

To select interesting rules from the set of

all possible rules, constraints on various

measures of significance and interest can

be used. The best-known constraints are

minimum thresholds on support and

confidence.

Support

The support supp(X) of an itemset X is

defined as the proportion of transactions in

the data set which contain the itemset.
supp(X)= no. of transactions

which contain the itemset X / total no. of

transactions

Confidence

The confidence rule is defined

Conf(X->Y) =

supp(XUY)/supp(Y)
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K means Algorithm

1. The number K of cluster is fixed

2. Aninitial set of K “seeds”
(aggregation centers) is provided.

a. First K element

b. Other seeds (randomly
selected or explicitly
defined)

3. Given a certain fixed threshold, all
units are assigned to the nearest
cluster seed.

4. New seeds are computed

5. Go back to step 3 until no
reclassification is necessary.

Or simply

Initial k cluster centers

Do
Assignment steps: Assign each
data point to its closest cluster
center,

Re-estimation steps: Re-compute
cluster centers,
While (there are still changes in the
cluster centers)

IV.METHODOLOGY

We describe the methodology of our
proposed system in the following steps:

Step 1: Network packets from two or more
suspected machines are collected for same
epoch (Typically one day). An epoch
should be sufficiently long during day time
when network usage is at its peak, so that
it leads to accumulation of sufficiently
large number of flows.
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Step 2: Packets are grouped in to flows
and preprocessed. We choose the features
that can provide structural similarity of
packets and flows by Filtering. Thus two
or more datasets are prepared based on
number of hosts under scanner.

Step 3: Network traffic separator is used
to separate malicious activity and it can be
detected by apriori algorithm with the help
of support and confidence value of the
network flows of each dataset.

Step 4: If the difference in number of
clustered instances among the two clusters
is very high, it raises our initial suspicion
that the host in question is a bot and the
majority of the clustered instances in the
larger cluster are bot flows by using k
means algorithm.

Network Traffic

Filtering

Network Traffic

Separator Apriori Algorithm
ﬂ with time
Network Activity
Detector 4—|— K means
Algorithm with

Fig. 3. Proposed Bot net Detection Flow-
Chart

V. EXPERIMENTAL
EVALUATION

In the advent of a botnet attack we collect
information of attack traffic for an

analysis. Results in the following Table 1
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shows that we achieved meaningful
models from our labeled datasets.
Therefore, in the next section we move on
to propose a detection model through
clustering of network flows which are not
labeled previously and can be affectively
used to judge a machine in a monitored

network.
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The following table 4 shows the bot, the
Source IP address 192.168.2.8 and Source
IP address 192.168.2.6 describes the high
waiting value and also high Cluster 1 and
Cluster2 value and it is also showed by the
figure 5 in priori algorithm. This C1 and
C2 value can be determined by eculudiean
distance.

International Journal For Recent
Developments in Science & Technology

4.00
3.00
m Waiting Time
00 L s
1.00 c2
opoo M
“

RIS RS SR LA T R
L) L) 5o Ll L ha & > P L
S - S S S R A SO
Y DD S S o
DA - - A - ..

Figure 5: Hackers by K-means algorithm

V. CONCLUSION
In computer network attacks through
botnets, current security monitoring tools
will not be insufficient for efficient botnet
traffic detection. Therefore, an effective
tool that can detect malicious botnet traffic
and alert the user is highly demanded in
clouds. This paper presented HTTP botnet
detection system by combining data
mining technique and timestamp. In
proposed detection technique, incoming
and outgoing network traffic is monitored
then network traffic filtering and
separation is done. Apriori with timestamp
is used to detect malicious C&C channel
and k means group the malicious bot and it
is showed by the experimental results. In
addition, further research will be carried
out on the studied and involves many
issues, in particular related to exchange
anonymous information. time duration and

other parameter like response with large

dataset.
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