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Abstract:

Undertakings and individuals redistribute database to recognize profitable and negligible
exertion applications and organizations. To give sufficient handiness to SQL questions, many
secure database plans have been proposed. Regardless, such plans are defenseless against
security spillage to cloud server. The basic reason is that database is encouraged and took care of
in cloud server, which is outside the capacity to control of data owners. For the numerical range
question (">", "<, etc.), those plans can't give sufficient security affirmation against rational
challenges, e.g., insurance spillage of quantifiable properties, get the chance to structure.
Furthermore, extended number of request will unavoidably discharge more information to the
cloud server. In this paper, we propose a two-cloud plan for secure database, with a movement of
combination shows that give assurance protection to various numeric-related range questions.
Security examination exhibits that security of numerical information is unequivocally guaranteed
against cloud providers in our proposed arrangement.

LINTRODUCTION

The developing business of cloud has give
an administration worldview of
capacity/calculation redistributing

diminishes clients' weight of IT framework
upkeep, and decrease the expense for both
the undertakings and individual clients
However, because of the protection worries
that the cloud specialist organization is
accepted  semi-trust  (legitimate  yet
inquisitive.), it turns into a basic issue to
place touchy administration into the cloud,
so encryption or confusion are required
before re-appropriating delicate information
-, for example, database framework - to
cloud. The run of the mill situation for
redistributed database is portrayed in Fig. 1

as that in Crypt A cloud customer, for
example, an IT undertaking, needs to
redistribute its database to the cloud, which
contains important and delicate data (for
example exchange records, account data,
malady data), and after that entrance to the
database (for example SELECT, UPDATE,
and so forth.) Due to the presumption that
cloud supplier is straightforward however
inquisitive the cloud may attempt his/her
best to get private data for his/her own
advantages. Far more terrible, the cloud
could advance such delicate data to the
business contenders revenue driven, which
is an inadmissible working danger. Other
than information security, customers' regular
inquiries will definitely and bit by bit
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uncover some private data on information
measurement properties. Along these lines,
information and inquiries of the outsouced
database ought to be ensured against the
cloud specialist co-op. One clear way to deal
with relieve the security danger of protection
spillage is to encode the private information
and shroud the question/get to designs.
Sadly, apparently, couple of the scholarly
world inquires about fulfill the two
properties up until now. Sepulcher is the
main endeavor to give a safe remote
database application, which ensures the
fundamental  secrecy and  protection
prerequisite, and gives different SQL
inquiries over scrambled information also.
Grave uses a progression of cryptographic
devices to accomplish these security
usefulness. Particularly, request protecting
encryption is used to acknowledge
numericrelated range inquiry forms. From
the point of view of inquiry usefulness,
CryptDB bolsters most sorts of numerical
SQL questions with such cryptology. In any
case, such protection spillage hasn't been
very much tended to altogether, since OPE
is moderately powerless to give adequate
security confirmation. Some particular
reason cryptology like request protecting
encryption(OPE) will uncover some private
data to the cloud specialist co-op normally:
As it is intended to save the request on
figure messages with the goal that it tends to
be utilized to lead range questions, the
request data of the information, the factual
properties got there from, for example, the
information dissemination, and the entrance
example will be spilled. Would we be able
to plan another database framework to give
range inquiries more grounded protection
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certification? From the work 1in, the
protection can be saved against the cloud, if
the touchy learning is apportioned into two
sections, and disseminated to two non-
conniving mists. In the writing, the writers
additionally acquaint a two-party framework
with plan a protected knn inquiry conspire,
which empowers the customer to question k
most comparable records from the cloud
safely.

IL.LEXISTING SYSTEM:

From the perspective of security insistence,
here the data consolidate forever set away
information (i.e., database), yet likewise
every brief request (i.e., questions). Besides
and vitally, as the assumption in some
present works, we expect that the two fogs
An and B are non-scheming: Cloud A seeks
after the show to add anticipated that
disarray should verify assurance against
cloud B, so cloud B can't gain additional
private information in the coordinated
efforts with Cloud A. No private
information is passed on past the degrees of
shows

III.LPROPOSED SYSTEM:

In this segment, we right off the bat give a
diagram of our proposed two-cloud plan,
and afterward present the point by point
cooperation conventions to acknowledge run
question with protection conservation on
redistributed scrambled database. The
proposed instrument can save the protection
of information and inquiry demands against
every one of the two mists. In particular,
Cloud A just realizes the inquiry ask for sort
and the last records, yet because of sham
things annexing, Cloud A can't precisely
comprehend the at long last fulfilled list set
for each single demand. Meanwhile, in order
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to prevent Cloud A from launching multiple
specific-purpose  query  requests  to
deliberately to seek more knowledge about
the data, we introduce a token based
scheme, which can restrict the number of
items and the range of columns that Cloud A
can only process. For Cloud B, it knows the
satisfied indexes of each single request, but
after the proposed operations, it does not
know the relationship of the corresponding
items. Moreover, Cloud B can hardly
distinguish whether two received columns
are generated from one or more columns in

the original database..
Architecture:

Algorithm:

Paillier Cryptographic Algorithm There are
various cryptographic techniques to support
numeric-related operations (e.g. addition,
multiplication, XOR) upon the encryption
field. Paillier cryptosystem [41] is one of the
most popular techniques that provides
addition homomorphic, which means: if two
integers a and b are encrypted with a same
key k into two ciphertexts (be denoted as
Ek(a) and Ek(b)), there exists an operation
(refer to as “@”), such that Ek(a) @ Ek(b) =
Ek(a + b)

Paillier ~ cryptographic  algorithm  is
composed of the following phases: key
generation, encryption and decryption. ° Key
generation. Two large and independent
prime numbers p and q are randomly
selected. Then we computen=p *qand p =
A —1 mod n, where A is the least common
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multiple of p and q, and commonly A =
lem(p—1, g—1). The public key (PK) is n,
and the private key (SK) is (A, p). °
Encryption. Let m be the integer to be
encrypted. Firstly, we select a random
number r € Z * n2 , and then the ciphertext
of m can be computed as follows: E(m; r) =
(n+ 1)me*rnmodn 2. (1) Decryption.
Let the ciphertext ¢ = E(m; r). The plaintext
m can be recovered as follows: m = (c A
mod n 2 ) — 1 n ¢ p mod n.Paillier
cryptosystem holds additive homomorphic
in group Z + n , which corresponds to the
multiplication operation in the encryption
field in Zn2 The following equation
illustrates the homomorphic property of
Paillier cryptosystem. E(m1; r1) « E(m2; r2)
=m+1mlrnlem+1)m2rn2=(n+
Dml+m2 (rl * 12) n =E(ml + m2; rl * 12)
(3) Another property can be be summarized
as follows: Em2 (ml;rl) =((n+ 1)ml rn 1
) m2 =(n + I)mlem2 (r1 m2 ) n =E(m1 -«

m2;rm21).

IV.IMPLEMENATATION:

Potential Threats and Privacy
Requirements

This section describes the potential threats
and the privacy requirements when the
database is outsourced to public cloud. The
stored data contents and the query processes.
Although there are many data encryption
schemes, some fail to provide sufficient
privacy  preservation  after  statistical
analysis: Repeated and large-amount query
processes not only leak the access patterns,
but also disclose the stored encrypted data
progressively.
Data contents Module:

Besides the static properties can
disclose the private information of data
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contents, such properties themselves are
already sensitive and private for the client.
Order Preserving Encryption(OPE), which is
widely used in constructing the secure
database, with support of range queries,
directly exposes the statistical information in
the encryption field. Furthermore, the
leakage of statistic properties is part of the
nature of outsourced cloud database service:
the cloud can learn the statistical properties
(like order) by repeated query requests. As
an example, Fig. 3 describes such an attack:
After two simple queries over one same
column, the order relationship of some data
in certain column can be determined. There
are also some other direct and indirect
scenarios to leak statistical properties. In this
way, even though the order property is not
exposed to the semi-trusted cloud at the
beginning, the cloud can gradually find out
the order information after many query
requests.

Query pattern Module.

The query pattern also contains privacy
information, as they can reveal the client’s
purpose of the query. Even worse, such
pattern can leak some statistical properties,
as discussed above. Based on the above
discussion, we assert that an outsourced
secure database providing numeric-related
queries should prevent the following private
information from being obtained by the
honest-but-curious clouds.

Privacy of Item Values Modules:

An ideal scheme is required to make nothing
of the statistical properties be leaked to the
curious clouds. However, the privacy
leakage of statistical properties in a practical
outsourced database system is inevitable, as
returning subset of data rather than universe
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requires knowledge for filtering. For
instance, if the client wants to retrieve a
from the outsourced database, a cloud server
without any knowledge of the order can only
return all items of the database to the client,
which is not usable.

V.CONCLUSION:

In this paper, we presented a two-cloud
architecture with a series of interaction
protocols for outsourced database service,
which ensures the privacy preservation of
data contents, statistical properties and query
pattern. At the same time, with the support
of range queries, it not only protects the
confidentiality of static data, but also
addresses potential privacy leakage in
statistical properties or after large number of
query processes. Security analysis shows
that our scheme can meet the privacy-
preservation requirements. Furthermore,
performance evaluation result shows that
our proposed scheme is efficient. In our
future work, we will consider to further
enhance the security while ensuring
practicality, and we will extend our
proposed scheme to support —more
operations, such as “SUM/AVG”.
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